
 

 

Here are some tips on defending your business against scams.  

Verify invoices before paying them. 

Check for a fake email address. 

Does the invoice look legitimate? Check for any changes in account numbers, 
payment instructions, or contact information which could indicate a scammer has 
compromised that company. 

Double check: if you think a bill is fake, look up their contact phone number online, 
or from a source other than the invoice. Call the company directly and verify that 
they have made those changes.  

Before paying online, does the company website have a padlock icon in place to 
show its secure?  A padlock (or lock) icon displayed in a web browser indicates a 
secure communication channel between the browser and the server on which the 
website is hosted. 

Be suspicious of all unsolicited or unexpected texts, phone calls, emails, and 
attachments. 

Scammers can easily fake an official-looking website, email address, or caller ID. 
Never take unsolicited phone calls or emails at face value, especially if they’re 
demanding confidential information.  

Avoid receiving scam calls by registering with the Corporate Telephone Preference 
Service CTPS - please note that this will also stop legitimate marketing calls. 
 
If it sounds too good to be true it probably is. 
 
Background check the companies you do business with. 

The UK government's Companies House website can be used to search companies 
registered in the UK. For financial companies, check they are listed on the Financial 
Conduct Authority register.  

Google search companies, adding terms to the search like “complaints” or “scam.” 

 

 

Craft business resource 

Tips on how to defend your business against scammers 

http://www.tpsonline.org.uk/tps/whatiscorporatetps.html
https://www.gov.uk/companies-house
https://register.fca.org.uk/s/
https://register.fca.org.uk/s/
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If you employ people, train them to spot common scams. 

Bring your staff up to speed with common scams. Anyone on the communication 
front line, answering phones, collecting mail, answering email, and paying bills, 
should be especially aware of how scammers may approach them.  

Report anything suspicious. 

Scammers like to target small businesses because they’re less likely to report the 
scam to the authorities. If you are approached by a scammer, report them to 
Action Fraud.  

Spread awareness of any scams you experience through your maker community.  

https://www.actionfraud.police.uk/

